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Access the Demo
Behold the ease of use for yourself -
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Query Terms
= Recent Searches
T i Email Date Sent before v 2021-03-10
. , . s Scheduled Searches Email To contains one or more of v ... jdoe@example.com; jdoe@"*; *@ex:
Alright, you’ve read all the details of how DataCove works,
Email Text contains one or more of v ... text from the email subject, body ¢
but you want to see it in action for yourself. Lo V ‘
y contains one ormore of v ... text from the email body

s« My Mailbox

Add Search Term -

= My Contacts

Rather than locking useful content behind a gateway that
requires you to give us all of your data so we can pester
you about it later, we want you to give DataCove a test o e

My Exported Results

selected: O of 63 results

i ‘

H . = Parsing Failures _
drive at your leisure.
R Twitter Tangent Incs . - Tags:
twitter@datacovesocial.com— datac...
. . . . = Advanced Reports

Simply use the following log-in credentials. Tt oo s . ossonor | From:

twitter@datacovesocial.com— datac... To: i com
Date: 2017-03-28 16:15

TV\fiher: Tangent, lnci: 2 Subject: Facebook: Tangent: Timeline Update

Username' ad m i n twitter@datacovesocial.com— datac... T @ unnamed.jpe

.

Password: DataCove 230 fcemoeketacovssocu.com- d... 2225 (

tangent

Facebook: Tangent: Ti.

facebook@datacovesocial.com- da... Sign up
Thursda
) custome
Facebook: Tangent: Ti... 03/28/2017 .
" experier
E S S E facebook@datacovesocial.com— da... 415p.m.
Facebook: Tangent: Pr... 03/26/2017 Tang
facebook@datacovesocial.com- da... 12:57p.m. Joinal
increas
Linkedin: Tangent Com... 10/18/2016 seamle
linkedin@datacovesocial.com— dat... ~ 2:45p.m. TANGE
Linkedin: Tangent Com... 09/22/2016 1 new like
linkedin@datacovesocial.com— dat... 152 p.m.

LinkedIn: Tangent Co...
linkedin@datacovesocial.com— dat...

Step-by-Step Instructions

Getting Started

The Email Viewing tab is the search interface, where the bulk of your eDiscovery is performed.

The default search page contains the most common terms used for a quick search preset, such as date range of email sent,
sender, recipient, and any other keywords you’re looking for that are located in the email body, subject line, or text-based
attachments.

For a quick test search, select the Email Date Sent drop-down menu and set it to “before”, which will adjust to today’s date.

Then, click Search.
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Email Viewing Users and Groups Status Backup Maintenance Configuration

Query Terms

= Search

Email Date Sent past month v

s Recent Searches

Email To
s Saved Searches

Email Text
s Scheduled Searches

MY VIEWERS Email Body contains one or more of ~

My Labels

= My Mailbox

s My Contacts
selected: 0 of 0 results

s My Exported Results

£
<
<

All Emails

Parsing Failures

All Tags

Advanced Reports

Search Results

A set of search results will be retrieved, which will display the email results pane and a number of options that can be applied to the
emails, including view, export, print, forward, and tag.

You can also save a search to be run again later (or automated to run and report results on a schedule). The “All Tags” page lets you
define criteria for legal holds, as well as quickly review emails already tagged for hold or follow-up investigations.
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Query Terms

= Search

selected: 0 of 63 results
= Recent Searches

s Saved Searches Export Forwar Brint v Tag v  Label v

FW: HDX Connection F... 04M8/201

Jeff Trainer <JeffT@tangentcom>-... 2350 Tags: Investigation of Charlie Wilson All emails Inappropriate language monitor

s Scheduled Searches

MY VIEWERS

RE: XP 64bit support fo...

= My Labels )
Shane Schmidt <ShaneS@tangent.c... From: Sandy Ruslani <SandyR@tangent.com>
= My Mailbox ) To: Mike Singh <MikeS@tangent.com>
Fwd: Whitepaper | 6 Fai... 03/15/2012 - L
) - G Dominic Garza <DominicG@tangent.com>
Alex Kucich <AlexK@tangent.com>... 05pm
= My Contacts Date: 2008-07-1 10:18
My Exported Result FW: help me set this u... 02/24/2012 Subject: RE: DATACOVE
- ¥ Exparied Resutis Alex Kucich <MAILER-DAEMON=>—. .. 151 a.m Attachments: Contact support for 30 day eval.doc ; [ | For protection of your DataCove.doc

FW: Roaming Users and... 02/15/2012
= All Emails 10:20 a.m

Alex Kucich <MAILER-DAEMON=>—. ..

Sorry wrong attachments before.

. . Here are the right ones.
= Parsing Failures

Configuring Android De... 1/04/201
Jeff Trainer <sMAILER-DAEMON>= §.., &10p.m
= AllTags Sandy Ruslani / Tangent Account Executive / Office: 1-800-342-9388 Ext. 5
RE: Servers 08/02/201 { Fax: 1-650-342-5939 / mailto:SandyR@Tangent.com/
s Advanced Reports Vincent Pampanin <MAILER-DAEM... ~ 432pm. http://www.datacove.net/
DataCove 02/25/2011 Tangent's DataCove an email archival recovery solution was chosen by
Sandy Ruslani <SandyR@tangentc... 544pm. Network Products Guide as the 2008 Product Innovation Award Winner.
DataCove was also chosen a top 100 Readers Choice Award in District
<no subject > 02/18/2010 Administration Magazine. ‘ ‘ ‘ ‘
Alex Kucich <MAILER-DAEMONS—... 208 p.m We offer a free 30 day evaluation prior to you providing us with any kind
of payment.
Please contact us for additional information.

FW: PARTS CHECK WE... 02/04/2009
Nelli Nosrati <MAILER-DAEMON>-... L57 p.m

Activity Logging and Auditing

The Status header reveals options for an Audit Log review, which tracks all user activity on the system, replete with date stamps, IP
address logging and even individual email viewings. This can be viewed by accessing the Audit Log link on the left hand side of the
Status menu. Click on the All Dates search option, and then refresh the page.

Click on the Status tab.
Select Audit Log in the left-hand pane.
Select the Show All Dates option.

Click Refresh.
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AU

Dashboard The audit log is a record of all user actions on the system. The "Action" category that each log is filed under is the same as the permission required in order for the user to be able to perform that action. See the system permissions list for the
list of all potential audit log categories.

s System Summary
= System Status
Audit Log Search Criteria

= Summary Counts

% Show Dates: Date Range
= Full System Health Checkup

| craphs [

© show All Dates

-- All users -- v
= Email Activity
Action - All actions — v
s System Activity - Current The associated permission required to take this action. YOU can also Se|eCt Wthh user |S tO be
b SR AT searched for or filter by activity taken.
T —
=  Audit Log
= View Update History
s« Data Purge History
Audit Log Entries
= View Backup History M
Time “a User Action Notes D::::Sge
= Notification Email History
2021-04-29 00:15 admin Handle Alerts Alert response - Process: Email Check_1 Request: Email Not Being Added Command: OK
= Migration History 2021-04-28 19:12 admin Login Login succeeded. IP:67164.116.94
X Access Email . . P
s Email Deletion Log 2021-04-27 21:26 admin Content User viewed an email N
2021-04-27 21:26 admin Access Emall User viewed an email @ -
Content
2021-04-27 21:26 admin Access Emall User viewed an email a -
Content
Com plete Username, 2021-04-27 21:25 admin écc?sstEman User viewed an email a -
q onten
time and date Aecece B
ccess Emai
i 2021-04-27 21:25 admin User viewed an email -
stamping, as well as Content ~
ivi A Email
aCtIVIty trace from eaCh 2021-04-27 21:25 admin Cccisst mal User viewed an email ﬁ -
q . onten
user account, including
2021-04-27 21:24 admin Run Search email_date: toDate: 2021-04-28 (before)
LDAP user accounts. ,
2021-04-27 21:24 admin Handle Alerts Alert response - Process: Email Check_1 Request: Email Not Being Added Command: OK

User Access

The Users and Groups tab proides options for creating individual user accounts for enhanced levels of privilege on the machine
(traditionally system admins, but occasionally C-level users), but more importantly, for organizations wishing to provide end user access
to the archive so they can hunt down old emails without bothering IT.

End user access can be provided to the general population and can automatically limit them to only being able to review their own
emails. Supervisors can be granted tiered access as well, allowing them to access their own emails as well as those they manage. This

also supports Active Directory Security Groups for limiting access to certain users based on their group membership throughout the AD
tree. Support is also available for eDirectory and OpenLDAP implementations.

Click on the Users and Groups tab.

Select LDAP/Active Directory in the left-hand pane.
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LOCAL ACCOUNTS LDAP User AuthidiifCators
s Users
- Groups Auth Name Server Type Server Active Test Edit Copy Delete
End Users Microsoft Active Directory 192168.255.255:389 False Vg E X
s« Import Users from Excel -
Logistics LDAP Group Microsoft Active Directory 192168.255.255:389 False Vg E X
EMAIL ACCESS MANAGEMENT e
Webmail Microsoft Active Directory 101.5.10:389 True e iE] X

= Department Setup

= Search Exclusions Add Auth

= Access Control

ALTERNATE AUTHENTICATION

=  LDAP/ Active Directory

s SSO/2FA

Automated Retention Policies

The Data Retention Policy feature details numerous options for not only a global retention policy for the system but also various tiers of
extended policies for different departments, users, child organizations, and even tagged email containers.
Click on the Maintenance tab.

Select Data Retention Policy in the left-hand pane.
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View Update History
Configure Data Retention Policy

= Update Now
s D load Tool: . . .
CTTAEES  Data Retention Forever Global retention policy that applies to all
O custom emails, barring extensions below and any legal
= Import Email holds
s Migrate Email “ Retain email contents on system harddrive 3years v Omonths v
= Uploaded Files Department Extensions e [ orever <[ 0 montns |x Groups of users that have retention durations
momaton Teemaoey ~ | syears v omoms vx —  in excess of the global policy with groups
= Maintenance Key LDAP Synchronized Accounting v = 7years v = Omonths v X pU”ed In via LDAP

= Diagnostics Log Delivery _
Extend a Department

s Active Monitoring i Hat
Domain Extensions [ onewscastioncol [ 3vears <|[0monts +Jx Reten_tlon p(_)llCles can be granted on a per
) domain basis.
« Reboot/Shutdown
| ERASE o |
*  Data Retention Policy Address Bxensions Pl Individual address policies, the first and most

eewell@tangent.com forever ~ 0 months v ¥

important step in any eDiscovery operation.

s« Email Deletion Configuration

Extend Specific Addresses

I\\

Special policies can be applied to tags for

Tag Extensions Inappropriate language monitor v 3years v 3 months v X

better tracking.

% Frequency O Never How often the purge will run can be set here;

Daiy weekly or monthly is recommended.

Weekly

Monthly
Purge notification emall bigboss@tangent.com, ITDept@tangent.cor NOtIfIC&FIOﬂ SUmmal’.leS can be d!SpatChed .tO
An optional email address that will be notified when the purge has completed. USGI’S Wlth a Vested I nterest I n th | S dest ru Ctl on i
Purge archived email only © only purge emails that have been backed up via Remote Backup (Recommended)

Purge archived AND unarchived emails (May result in emails being irrevocably lost!)

1 acknowledge and accept this disclaimer
Enabling the Purge (by setting the retention period to less than "forever') will cause emails to be
DELETED from the DataCove appliance. By checking this box, you acknowledge this and assume
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